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SOLUTIONS SUMMARY

Enhance security, access, and control with
unified F5 and IBM Security solutions

Key benefits

- Speed authorized access for remote

and mobile users Keeping data center services secure, available, and fast can be challenging, but business

success today demands all three. F5 and IBM Security solutions deliver unified security
and acceleration by streamlining authorized access while protecting the organization’s

- Achieve full attack protection
- Ensure application availability and

integrity data, infrastructure, and reputation from the full spectrum of cyber attacks. Simplify
- Enhance visibility and scalability security management with highly scalable solutions with single-sign on (SSO) capabilities,
- Streamline security management to enhanced visibility, and fast deployment, even in virtual or private cloud environments.

reduce costs

Protect people, data, applications, and infrastructure

F5® BIG-IP® products integrate with IBM Security Access Manager, IBM InfoSphere
Guardium, IBM Security AppScan, and IBM Security QRadar to deliver context-based
access and greater visibility from strategic points of control at the edge of the network.
The result is improved data center performance and stronger security without added
complexity for an already over-burdened IT staff. The organization gains the security

it needs and users enjoy the access they demand.
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To find out more about how F5

and IBM Security solutions can help IBM Solution | IBM Security IBM InfoSphere IBM Security IBM Security
your business, visit f5.com/ibm or Access Manager Guardium AppScan QRadar
f5.com/security.
F5 Solution BIG-IP LTM and BIG-IP ASM BIG-IP ASM BIG-IP APM, BIG-IP
Product Pages BIG-IP APM ASM, Edge Gateway,
and VIPRION

BIG-IP Product Suite
F5 VIPRION Combined High availqbility Defense in depth Qiii_ck identification, increased_ vis_ibility
— Benefit and scalability for | for web-based mitigation of into application

secure remote database apps vulnerabilities traffic and events
Solutions access and SSO

Joint F5 and IBM Solutions Joint F5 and IBM solutions deliver comprehensive protection from the full spectrum of attacks, with increased monitoring

and visibility for enhanced security management.

IBM Security Solutions

Speed authorized access for remote and
mobile users

Consolidate remote and LAN access and
wireless connections within a single interface
to streamline access management. Optimize
the IP network with the F5 BIG-IP platform,
while IBM Security Access Manager provides
centralized, policy-based security and session
management.

Achieve full attack protection

Prevent unauthorized access with high-speed,
contextual correlation of user identity data

so attacks can be recognized, isolated, and
blocked in real time. F5 BIG-IP® Application
Security Manager™ (ASM) and IBM
InfoSphere Guardium link a web application
firewall with database activity monitoring

to achieve comprehensive protection with
extensive data for security management.

Ensure application availability and
integrity

BIG-IP ASM provides real-time layer 7
protection against the latest threats,
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including distributed denial-of-service
(DDoS) and diverse distributed denial-of-
service (3DoS) attacks. BIG-IP ASM also
complements the application scanning
capabilities of IBM Security AppScan to help
address vulnerabilities.

Enhance visibility and scalability

Monitor access and applications, identify
and quickly mitigate vulnerabilities, receive
immediate alerts about suspicious activity,
and analyze threats to tailor security policies.
F5 products provide strategic points of
control to streamline security administration
for maximum protection.

Streamline security management to
reduce costs

Administer security policies through a single
management interface that extends security
policies across heterogeneous environments
and consolidates reporting for planning and
compliance auditing.
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