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Target Impact Target Impact Target Impact (ST v IONR—=X)
Trello 15M Facebook 530M records 7-Eleven 7Pay Account takeover
Peloton 2.6M records John Deere Account harvesting Tinder Data exposure é{zsd) 1 /4 (2 3 . 40/0) %APIAO)I&%%D\]E&DT L \5
Duolingo 2.6M records Twitter 5.4M records Waze Data exposure
Coinbase Fraudulent transactions Sumo Logic Key leak Wordle Data manipulation e 1 i @
USPS 60M records Pokemon Go Data exposure Echelon Data exposure .
Venmo 207M records Yandex Hacktivism Clubhouse 1.3M 200 M
Experian 10s of millions Zoom Unauthorized access Parler 70TB data harvested .
Instagram  Account takeover Linkedin 700M Grinder Account takeover g ek
Optus 10M records Drophox Key leak Ring App Data exposure ) 100 M
Bumble 95M records Tesla Backup  Data exposure Plenty of Fish  Data exposure S
T-Mobile 30M records First American 885M JustDial 100M
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https://www.apisecuniversity.com/2024marketreport
https://www.akamai.com/ja/blog/security/shining-a-light-on-api-threats-lurking-in-the-shadows
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https://www.f5.com/c/apcj-2024/asset/2024-strategic-insights-api-security-in-apac
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https://www.cloudflare.com/2024-api-security-management-report/
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https://www.f5.com/labs/articles/cisotociso/5-cybersecurity-predictions-for-2023
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OWASP API Security TOP10 2023
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APIO9 : *ﬂﬁtﬂﬁﬁlﬁ%ﬂ (Improper Inventory Management)
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https://www.cpomagazine.com/cyber-security/shadow-api-is-the-leading-api-security-threat-with-over-5-billion-attacks-says-api-protection-report/
https://www.cpomagazine.com/cyber-security/shadow-api-is-the-leading-api-security-threat-with-over-5-billion-attacks-says-api-protection-report/
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API1 : 7|' 7 N“:|:a I\ l//\) lzﬂ)mu_JOPF{“ JB (Broken Object Level Authorization)

API: /api/userinfo?id=1001

>
g (app\

AA
{name: Taro, Phone: 080xx} @

N’ API: /api/userlnfo?|d=1002 > 1001 Taro 080xX

f\/l 1002 Hanako 070xx

“ b 1003 Komine 090xx
ID: 1001 {name: Hanako, Phone: 070xx} 1004 Yoichi 090xX
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> ber

POST /p3/fleet-manager/¥_rpc?rpc=addDriverV2 HTTP/1.1
Host: partners.uber.com
{"nationalPhoneNumber”:"222333""countryCode”:"1"}

<

{ _ _
" "one; ” }EE_C.‘TTLEEEEE%%O) |<7’l// \_O)
et e UUIDA'EEN TS — Xyt —S )
“code”:1009, - 2
"message”:"Driver ‘47d063f8-0xx5e-xx" not found” p p
) b API3(2019): @E@?_gﬁ

POST /marketplace/¥_rpc?rpc=getConsentScreenDetails HTTP/1.1

{’language”:"en”,"userUuid”:” 47d063f8-0xx5e-xx"}

<
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"query":"mutation deleteReports($siteId: ID!, $reportKeys:
{
deleteReports(reportKeys: $reportKeys)
}
}ll
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