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BIG-IP Next Collection for Ansible

« BIG-IP NextlCX¥Jits U J=Ansible CollectionZU U —X
o EFHRIILL TSR
* https://galaxy.ansible.com/ui/repo/published/f5networks/next/docs/

ain

* https://clouddocs.f5.com/products/orchestration/ansible/devel/next/next-index.html

LEWEM 5 Soetworks ¥ next > EFadvk
@ fSnetworks.next
=53z 1N0updated 6EE (BB » BEERE® AN

A b=l EFdaswpk ] 5 ey R4 @A = b £ A BT b

BIG-IP Next Collection for Ansible

0 o BE
& collection focusing on managing BIG=P Mt desices through BIG=1P Nt Central Manager (CM) APL The collection includes key imperative modules for doploying BIG=1P Mext
irstances as well & modules te manage M dovices

Documentation (1) L
Requirements

Réading
+ ansible »= 214
Modules {15 -
b (15 Python Version

This collection is supported on Python 3.9 and abowe.

en_device_inle

oon_fikes

Collections Daily Build

om_pext_ssd_deploy we offer a dally bulld af aur mast recent callectian d

£ _saeet_Backon_restans development build dinsctly from GitHub into your envirenment, see repoinstial

oz i e Install from GitHub
om_next_deploy wmeare
en_rrirexl_elnid it

om_nao,_flkes Install from the daily bulld file

em_next_ghobal_resibency_group
ansible-galaxy collection install =collecticn names -p .fcollections
.5,
14 ©2024 F5 com_next_ba_falover ansible-galaxy collection install fSnetworks-fSmext-devel.tar.gz -p -/fcollections

Ol t_Pl

il Lig this Collectsan 1o test tha mest recent Ardible medule updates belwoen releases. You can dso eetall the

ansible-galaxy collection install gits+https:/Fgithub.coms/FiNetworks/f5—ansible-next®ansible_collect ions/f5netwo rks /next


https://galaxy.ansible.com/ui/repo/published/f5networks/next/docs/
https://clouddocs.f5.com/products/orchestration/ansible/devel/next/next-index.html

BIG-IP Next Terraform Provider

*  BIG-IP NextlC ¥t U7=Terraform Provider& U U—X
o FFHEUATZSE
* https://registry.terraform.io/providers/F5Networks/bigipnext/latest/docs
N Teraform | oo Browse v pudian v s ©) |

=111

Providers FiMNotworks bigipnoxt Verdash 110 -

bigipnext = Overview  Documantation

bigipnext Provider [E on THIS PacE
.

Provider plugin to interact with BIG-IF Next Central Manager|CM) Lising OpenAPl Srhema
bigipnen providor Raport an issus
» Mrb fsurcoirk Example Usage

bigiprax_cm_asd_deploy
bigipnax_cm_backup_resions: provider “bigipnext® { Cory
bigipnaxi_cm_certifsate username = “edecation”

5 password = “testl23"
Bigipnaxt_cm_deploy TSas hast = *httpi/flocalhost : 1985E"
bigipnex_cm_depkry_vmwarne 1
bigipnaxi_cm_dsoowes_nosd
bigipnaxi_cm_ghelad_rosdusnsy

Schema

bigipnexi_cm_import_certitficate
bigipnesi_cm_ret_ha
bigipnasi_cm_giovider Opticnal

bigipnext_cm_wai_policy
*  host [String) URI for BigiphNeat Device, May also be provided wvia  arecmest
bigipnexi_cm_wai_policy_import
ervironmenl vanable.

bigipnaxi_cm_wal_repon

paswenrd  (String, Sensitive) Passwond for BigipNext Device. May also be provided via

~ Dty Sources BIGIPHEKT_FASSWORD BMTinonment variable,

Bigipnax)_cim_cindc_ P bany

& port [Mumbsr) Port Mumber to be used to make AP calls to HOST

usernase  |Strng) Username lor BigepMext Desice. May also be proveded via

15 ©2024 F5 BIGIPKENT_USERNAME @MANONMent variable,


https://registry.terraform.io/providers/F5Networks/bigipnext/latest/docs
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CMIZ O/ A4 (F50S/NSphere) MRt 9 B ”API"ZfE > T,
NextTF > b (1 2RI R)DSA THA D)L= EiE /

BIG-IP Next

Central Manager (CM)

CMIENextTF > b (A > RA > )M BB SN TWLWBIHFR (= 0/ 1 4)I(C
N5, "API"&{E> TIRIE/EIE

BIG-IP BIG-IP
Next Next

° 11 )
— C 11 vimware
(X X X X J O PY ‘ l ' jD}(/rg‘
—p JONAS hd 1! wSph )4
o ) vSphere
(rSeries/F508) A m VA
(VELOS/F50S)
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{51): BIG-IP Next Ansible Collections

Examples

— name: Deploy BIG-IP Next instance on rSeries

« cm_next_deploy f5osEZ1—JLICKD,
F50S2'00)\1 % (rSeries/VELOS)_LIC "otnte oy

provider:

— ~ — 0 provider_name: "vCenterDemo"
BIG-IP NextTj-/ FETj D4 type: "rseries"
image_name: "BIG-IP-Next-20.0.1-2.139.10-0.0.136-VM"
instance:
instance_hostname: "demoVMO1. lab.local"

https://clouddocs.f5.com/products/orchestra vians:

-21

- 22

tion/ansible/devel/next/modules_4_0/cm_nex s
- 24
t_deploy f50s_module.html#examples ngmt_address: "172.16.1.1/24"
mgmt_gateway: "172.16.1.254"
mgmt_user: "admin"
mgmt_password: "s3KrI!T"
ha_dp_vlan_name: "dp-demo-ha"
ha_cp_vlan_name: "cp-demo-ha"
ha_dp_vlan_tag: 23
ha_cp_vlan_tag: 24
external_network_name: '"DemoNet123"
external_vlan_name: "ExtDemoVlan"
external_vlan_tag: 21
external_ip_address: "192.168.1.1/24"
internal_vlan_name: "IntDemoVlan'"
internal_vlan_tag: 22
internal_ip_address: "192.168.2.1/24"
register: task

— name: Check the deployment status
cm_next_deploy_f5o0s:
state: "present"
task_id: "{{ task.task_id }}"
timeout: 1000

17 ©2024 F5


https://clouddocs.f5.com/products/orchestration/ansible/devel/next/modules_4_0/cm_next_deploy_f5os_module.html#examples
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{5: REST API (AS3)
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EMRAPI (AS3)ICKD 7T

POST

Params Authorization Headers (9) Body

x-www-form-urlencoded

"class": "ADC",
"schemaVersion": "3.0.0",
"id": "openapi-spec",
"ecommerce": {
"class": "Tenant",
"http_demo_app_as3": {
"class": "Application",

}ymgmt/shared/appsvcs/declare

Pre-request Script

@ raw binary GraphQL

"http_demo_app-virtual”: {
"class": "Sexrvice_ HTTP",

"virtualPort":

"virtualAddresses": [

e

"pool": "http_demo_app-pool”

i
"http_demo_app-pool”: {
"class": "Pool",

"members": [

i

"serverAddresses": [

e

"servicePort":

1.
"monitors": [
"http"

Central Manager(C X3 U TAPI
d—-)ILZET

IV —<3>0HEZE—D
JSONNTEENICESE

* Virutal Server
* Pool

* Pool Member
* Monitor

Etc.
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f5]: REST API (7-> T L — :FAST)

19 ©2024 F5

POST - https://{{bigip_next_cm_magmi_ip}}/mgmt/shared/fast/appsvcs

Params Authorization Headers (9) Body Pre-request Script Tests

form-data x-www-form-urlencoded @ raw binary GraphQL

"allowOverwrite": false,

"name" : "postman_app",

~ —set _npamel_ ‘Exanples’. .
u |
l

: "template_name": "http

"application_description":
"application_name": - "postman_app",
"pools": [
1
"loadBalancingMode" : - "round-xrobin",
"monitorType": [
"http"
15
"poolName": - "postman_pool",
"servicePort":

1.

"virtuals": [
"pool": "postman_pool",
"virtualName":  "postman_vs",

"virtualPort":

Settings

BRI BT>TIL—b

PIUT—>2a>AeliEC. TIA)I NTHEE
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f5): Terraform “bigipnext” Provider

* bigipnext_cm_as3 deployJY—X(CKD. ASIERE
JSONTA—XY MNOFPIUI—>3a>&&7I 04

https://registry.terraform.io/providers/F5Networks/bigipnext/|la

test/docs/resources/cm as3 deploy

20 ©2024 F5

resource "bigipnext_cm_as3_deploy" "test" {

Copy
target_address = "10.XXX.XXX.XXX"
as3_json = <<EOT
{
"class": "ADC",
"schemaVersion": "3.45.0",
"id": "example-declaration-01",
"label": "Sample 1",
"remark": "Simple HTTP application with round robin pool",

"next-cm-tenant@1": {
"class": "Tenant",
"next-cm-app01": {
"class": "Application"
"template": "http"
"serviceMain": {

"class": "Service_HTTP",
"virtualAddresses": [
"19.0:.12.10"

]l

"pool": '"next-cm-pool@1l"

}l

"next-cm-pool@1": {
"class": "Pool",
"monitors": [

"http"
1,

"members": [

{
""'servicePort": 80,
"serverAddresses": [
'192.0.2.100",
"192.0.2.110"
1
¥


https://registry.terraform.io/providers/F5Networks/bigipnext/latest/docs/resources/cm_as3_deploy
https://registry.terraform.io/providers/F5Networks/bigipnext/latest/docs/resources/cm_as3_deploy

BIG-IP NextDE—=S U >

f5: OpenTelemetry (Splunk)

« BIG-IP Next Central Manager CCollector (Log Consumer)DsXEZITL). Splunk CRI{RIL
« =32 “Remote logging with F5 BIG-IP Next and OpenTelemetry”

https://www.youtube.com/watch?v=94nEx2DQpWk

@ Chrome File Edit View History Bookmarks Profiles Tab Window Help P B = @8 06 ® ¢ 3

) BIG-IP Next| Central Manager X | . Whatis OpenTel ope x | t Overview | Spllnkl X
- lescl E#HUET
<« C A NotSecure | https://206.124.129.189/en-L dashtime. o h % » = 0O

1a 2a lightweight IPSEC F5 Configuration Azure/Msft AWS NGINX GoogleCloud Oracle/Cloud Cloud Misc/Training Analytics b Corporate Strateg.. € Corporate Strateg... fSdevcentral/temp... » All Bookmarks

— AvgPisin No results found.
AvgPkisOut

_—————————————t e
600 PM 12:00 AM 12:00 PM 6:00 PM 12:00 AM 1200 PM
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2023 2023

WAF Attack Overview Attacks by Country

Bot Category Bot Attack Signatures

Exploit Tool nikto
absinthe
WebRoot Cenic Hallstorm
Vuinerabilty Scanner Weblnspect

Nmap web server probe (nice ports Trinity)

Nessus (Header)
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