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Source: "Artificial Intelligence: A Modern Approach" by Stuart Russell and Peter Norvig (2021)
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Abstract

The dominant sequence transduction models are based on complex recurrent or

convolutional neural networks that include an encoder and a decoder. The best
performing models also connect the encoder and decoder through an attention
mechanism. We propose a new simple network architecture, the Transformer,
based solely on attention mechanisms, dispensing with recurrence and convolutions
entirely. Experiments on two machine translation tasks show these models to
be superior in quality while being more parallelizable and requiring significantly
less time to train. Our model achieves 28.4 BLEU on the WMT 2014 English-
to-German translation task, improving over the existing best results, including
ensembles, by over 2 BLEU. On the WMT 2014 English-to-French translation task,
our model establishes a new single-model state-of-the-art BLEU score of 41.0 after
training for 3.5 days on eight GPUs, a small fraction of the training costs of the
best models from the literature.

1 Introduction

Recurrent neural networks, long short-term memory [12] and gated recurrent [7] neural networks
in particular, have been firmly established as state of the art approaches in sequence modeling and
transduction problems such as language modeling and machine translation [29, 2, 5]. Numerous
efforts have since continued to push the boundaries of recurrent language models and encoder-decoder
architectures [31, 21, 13].

*Equal contribution. Listing order is random. Jakob proposed replacing RNNs with self-attention and started
the effort to evaluate this idea. Ashish, with Illia, designed and implemented the first Transformer models and
has been crucmlly mvolved in every aspect of thn work Noam proposed scaled dot producl auentmn mulu head
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“Minnasan, konnichiwa!
My name is Kunal Anand
and |l work at F5.”
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“Minnasan, konnichiwa! My name is Kunal
Anand and | work at F5.

I'm excited to be here today to talk about
web application security and how we can
protect our digital assets from evolving
cyber threats. At F5, we specialize in

application delivery and security solutions
and I'm looking forward to sharing some
insights from our experience in the field.”
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Like any other technology, transformers can be used to engineer
both good and bad outcomes
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Calculating GPU memory for serving LLMs

November 16, 2023 by Sam Stoelinga

How many GPUs do | need to be able to serve Llama 70B? In order to answer that, you need to
know how much GPU memory will be required by the Large Language Model.

The formula is simple:

M = w %:1.2
(32/Q)
Symbol Description
M GPU memory expressed in Gigabyte
P The amount of parameters in the model. E.g. a 7B model has 7 billion parameters.
4B 4 bytes, expressing the bytes used for each parameter
32 There are 32 bits in 4 bytes
Q The amount of bits that should be used for loading the model. E.g. 16 bits, 8 bits
or 4 bits.
1.2 Represents a 20% overhead of loading additional things in GPU memory.

Now let's try out some examples.

GPU memory required for serving Llama 70B
Let's try it out for Llama 70B that we will load in 16 bit. The model has 70 billion parameters.

70 = 4bytes

1.2 = 168GB
32/16

That's quite a lot of memory. A single A100 80GB wouldn't be enough, although 2x A100 80GB
should be enough to serve the Llama 2 70B model in 16 bit mode.
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OWASP Top 10 for LLM Applications

LLMO1: Prompt Injection

This manipulates a large language model (LLM) through
crafty inputs, causing unintended actions by the LLM.
Direct injections overwrite system prompts, while indirect
ones manipulate inputs from external sources.

LLMO2: Insecure Output Handling

This vulnerability occurs when an LLM output is accepted
without scrutiny, exposing backend systems. Misuse may
lead to severe consequences like XSS, CSRF, SSRF,
privilege escalation, or remote code execution.

This occurs when LLM training data is tampered,
i i ies or biases that i

LLMO6: Sensitive Information Disclosure

LLMs may inadvertently reveal confidential data in their
responses, leading to unauthorized data access, privacy
violations, and security breaches. It's crucial to implement
data sanitization and strict user policies to mitigate this.

LLMO7: Insecure Plugin Design

LLM plugins can have insecure inputs and insufficient
access control. This lack of application control makes
them easier to exploit and can result in consequences like
remote code execution.

LLMO8: Excessive Agency

LLM-based systems may undertake actions leading to

security, effectiveness, or ethical behavior. Sources
include Common Crawl, WebText, OpenWebText, & books.

LLMO04: Model Denial of Service

The issue arises from
i or granted

to the LLM-based systems.

LLMO9: Overreliance

OWASP LLM Top 10
ETIL (T—43) ORE

& owasp.org

@ oPT IEMyApps s Clari @ Highspot 55 OCTO &) AIDC-MVP 4 TAD & PUA

& AppStudy &) ves.io

@ OWASP Top 10 AP! Security Risks - 2023 - OWASP API Security Top 10

OWASP API Security Top 10

OWASP Top 10 API Security Risks — 2023

en Object
Level

Author

API2:2023
Broken

Authentic:

API3:2023
Broken Object
operty Level

Authorizatio

Level

Authorizatior

API

Description

APIs tend to expose endpoints that handie object identifers, creating a wide attack surface of Object
Level Access Control issues. Object level authorization checks should be considered in every function
that accesses a data source using an ID from the user.

often incorrectly, allowing attackers to compromise
authentication tokens o to exploit implementation flaws to assume other user's identities temporarily
or permanently. Compromising a system's ability to identify the client/user, compromises API security
overall,

This category combines API3:2019 Excessive Data Exposure and API6:2019 - Mass Assignment,
focusing on the root cause: the lack of or improper authorization validation at the abject property level
This leads to or

Satisfying API requests requires resources such as network bandwidth, CPU, memory, and storage.
Other resources such as emails/SMS/phone calls or biometrics validation are made available by
service providers via AP! integrations, and paid for per request. Successful attacks can lead to Denial
of Service or an increase of operational costs.

Complex access control policies with different hierarchies, groups, and oles, and an unclear
separation between administrative and regular functions, tend to lead to authorization flaws. By
exploiting these issues, attackers can gain access to other users’ resources and/or administrative
functions

APIs vulnerable to this risk expose a business flow - such as buying a ticket, or posting a comment -
without compensating for how the functionality could harm the business if used excessively in an
automated manner. This doesnit necessarily come from implementation bugs.

© QWASPIAPLSecurty
2k Y373

OWASP APl Top 10
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